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investigate . . . "target": {"ipv4_net":"198.2.3.4/24"}}
14, 2% . domain_name
restore
#2524 device. artifact
contain. copy e .
S RS file
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*xB.1 EEEEI&EZEOSIIRG (2
F5 | HBH ) REZE A Th SR 7= il
M4 k2 ipv4 net.
ipv6_net. uri 25 BEIP (A .
- SR HE : set o - )
A i) p [ SURE2 {"action": "deny",
15 (TET . . .
Pl ipvd_connection. "target":{"ipv4 _net":"198.2.3.4/24"},
allow. deny ) )
ipv6_connection "args": {"duration": 500}}
W25 mac addr
2 oS R Lo AR A A it
St R file, . o
{"action":"deny",
process
"target_count":1,
L TR | RS B ' '
e 2SN ) ) "target":{"process":{"pid":512, "uuid":"", "name":
16 | BiYLinE X allow. deny. email _addr. uri.
B4 ) ) "example",
redirect ipv4d_net. ipv6_net.
"file":{---}}}
port h LLL)
"args":{"hostname":"1.1.1.1",
14425 domain name &
"actuator":{"hostname": "192.168.1.1", "asset _id": ""}}
Do 4% 4 BT —ipvAHLIE D7 AT «
Gk o ipv4_connection. {"action":"deny",
. Br/ SRV ) .
. B A, d ipv6_connection "target":{"ipv4 _connection": {"src_addr": "1.2.3.4",
o Hl: deny. N .
S M2kl ipvd net. | "src_port":,
allow ) )
ipv6_net. uri "dst_addr":,
B2 mac_addr "dst_port":}}}
. R E8 R
LRI « . . KiMlipva 2% 3242 .
ipv4_connection.
| detect ) ) {"action":"detect",
18 MR A - ipv6_connection { o
1R . "target":{"ipv4 _net":"192.168.1.0/24"},
S LA url gerp
undetect . ) "args":{"start_time":1534775460000, "duration":500 }}
1445 domain name
R Z% B2
FF UG . ) ) RS “3.xt” .
s ipv4_connection. ) )
L4 | detect ) ) {"action":"detect", "target":{"file":{"path":
19 . . . ipv6_connection )
Pl {55 ARG . . ) "ftp://192.168.0.8/3.txt"}}, "args":{"start _time":153477
)Qﬁ:\ j&ﬁ%?& file. .
P undetect ] 5460000, "duration":500}}
eI aE peap_file. process
FFUR A .
MZEHINEZS : ipvd net. | KD 4 “www.explorer.com”
WA | detect . .
20 . | . ipv6_net. url {"action": "detect",
AW | 45 A - . . )
W42 domain_name | "target": {"domain_name ":"www.explorer.com"}}
undetect
HFZ&. users
i FIAAEI . MIZEHINESS . ipvd _net. | K DUHH P testO1f T4
o | detect ipv6_net. url {"action":"detect", "target":{"users":
21 S KT _ .
g 5 A5 ARG 255425 "test01"}, "args":{"timeout": 500, "start_time":
1 {0
. undetect ipv4_connection 609434061000, "duration": 864000 }}

ipv6_connection

13
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*B1 EEEB@EINEEEOSIRE (4D
F5 | HBE T REZE A Th SR 7~ il
M4k ipv4 net.
FRURHEI . ipv6 _net K ipvAEEEA T H «
oo P57 R | detect 245 {"action":"detect",
il (el salllP ipv4_connection. "target"{"ipv4 net":"192.168.1.0/24"},
eI ThaE undetect ipv6_connection "args":{"start_time":1534775460000, "duration":500 }}
FPJE. users
FFURH . PR 2% S HiTipvAiESE .
.| detect ipv4_connection. {"action": "detect",
23 e _ _ ' ,
{52 1R AG . ipv6 _connection "target":{"ipv4_connection":"192.168.1.1:80"}, "args":{"
undetect FMZE: users start_time"": 1534775460000, "duration":500 }}
W2 kDS ipv4 _net.
e ipv6_net. email_addr -
H{EHBY - WA mac_addr o
24 remediate . {"action": "deny",
feAabE PR 28 525 )
deny. allow ) ] "target":{"ipvd _net":"198.2.3.4/24"}}
ipv4_connection.
ipv6 _connection
AbE . deny. Mg k2 ipvd _net.
limit . ipv6_net. uri Tt BELIAT -
redirect . [ Su {"action": "deny",

25 Het ] | allows ipv4_connection. "target":{ipv4_connection: {"src_addr": "1.2.3.4/24"}},
unlimit. ipv6 _connection "args":{"start_time":1534775460000, "duration": 500,
unredirect SofE. BERRZE. file. "rule_id": "2738d{11-7376-4{3b-a179-69b14{307d25"}}
restore rocess

AhE IR £ T
. S, R { S et gt
: COpY- "action": "restore", "target":{"device":

26 B by properties. file &

restore o . "22323-4343-323",
WA device )
Yargs":{"name":"22323-4343- 323 BV E 2 S LA
PR 28 b2
properties. ipv4_net.
| AbE. query. | ipv6_net T .
27 UG RS 1 P ) ' '
copy 42 {"action":"query", "target":{"ipv4 _net":"198.2.3.4"}}
ipv4_connection.
ipv6 _connection
- Qb S R EIRTE:

28 A | o S A ,

investigate properties. artifact {"action":"investigate", "target":{"artifact":event_object}}
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