
Sheet n°0: Develop in compliance with the GDPR第0号文件：依据GDPR进行开发
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Whether you work alone, are part of a team developing a project, manage a development team, or are a service provider carrying out developments for third parties, it is essential to ensure that user data and all personal data processing are suffisiently protected throughout the lifecycle of the project.无论你是独自工作、参与项目开发团队、管理开发团队，还是为第三方进行开发的服务提供商，都必须确保在项目的整个生命周期中，用户数据和所有个人数据的处理都得到充分保护。
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· Email 电子邮件
· Decrease the size of the font 减小字体大小
· Increase the size of the font 增大字体大小
The following steps will help you in the developing privacy-friendly applications or websites:以下步骤将帮助你开发注重隐私保护的应用程序或网站：
. 
Be aware of the GDPR core principles了解通用数据保护条例的核心原则
. 
If you work in a team, we recommend that you identify a person responsible for monitoring compliance. If your company has a Data Protection Officer (DPO), then that person is a key asset in understanding and meeting the GDPR obligations. The appointment of a DPO may also be mandatory in some cases, for example if your programs or applications process so-called “sensitive” data (see examples) on a large scale or conduct regular and systematic monitoring on a large scale.如果你在团队中工作，我们建议你指定一个人负责监督合规情况。如果你的公司设有数据保护官（DPO），那么此人是理解和履行《通用数据保护条例》（GDPR）义务的重要资产。在某些情况下，任命数据保护官也可能是强制性的，例如，如果你的程序或应用大规模处理所谓的“敏感”数据（见示例），或者进行大规模的定期系统性监控。
. 
Map and categorize the data and processing in your system对系统中的数据和处理过程进行映射和分类
. 
Accurately mapping the data processing performed by your program or application will help you ensuring that they comply with legal requirements. Keeping a record of processing activities (an example of which can be found on the CNIL website), allows you to have an overall view of these data, and to identify and prioritize the associated risks. Indeed, personal data may be present in unexpected places such as in server logs, cache files, Excel files, etc., and may be stored in a number of different places. Such record-keeping is mandatory in most cases.准确地梳理你的程序或应用所执行的数据处理流程，将有助于确保它们符合法律要求。留存一份处理活动记录（可在法国国家信息与自由委员会网站上找到相关示例），能让你全面了解这些数据，并识别相关风险且确定其优先级。实际上，个人数据可能存在于一些意想不到的地方，比如服务器日志、缓存文件、Excel文件等，并且可能存储在多个不同的位置。在大多数情况下，这种记录留存是强制性的。
. 
Prioritize the required actions 优先处理必要的行动
. 
On the basis of the data processing registry, identify the required actions to comply with the obligations of the GDPR in advance of the development and prioritize the attention points with regard to the risks for the data subjects by the processing. These points of attention concern in particular the necessity and types of data collected and processed by your software, the legal basis on which your data processing operations are based, the information mentions of your software or application, the contractual clauses binding you to your contractors, the terms and conditions for exercising rights, the measures implemented to secure your processing.在数据处理登记册的基础上，确定在开发前为遵守《通用数据保护条例》（GDPR）义务所需采取的行动，并根据数据处理对数据主体构成的风险，对关注要点进行优先级排序。这些关注要点尤其涉及您的软件收集和处理数据的必要性及类型、您的数据处理操作所依据的法律基础、您的软件或应用程序的信息说明、约束您与承包商的合同条款、权利行使的条款和条件，以及为保障处理安全而实施的措施。
. 
Manage the risks 管理风险
. 
When you identify that a processing of personal data is likely to create high risks for data subjects, make sure that you manage those risks appropriately in the context. A Privacy Impact Assessment (PIA) can help you manage those risks. The CNIL has developed a method, model documents and a tool that will help you to identify those risks, as well as a catalogue of good practices that will assist you in implementing measures to address the identified risks. Furthermore, a privacy impact assessment is mandatory for all processing operations that are likely to create high risks to the rights and freedoms of data subjects. The CNIL proposes, on its website, a list of types of processing operations for which a DPA is required or not.当你发现个人数据的处理可能会给数据主体带来高风险时，请确保在具体情境中对这些风险进行适当管理。隐私影响评估（PIA）可以帮助你管理这些风险。法国国家信息与自由委员会（CNIL）已开发出一种方法、模板文件和工具，以帮助你识别这些风险，同时还提供了一份良好实践目录，协助你实施措施来应对已识别的风险。此外，对于所有可能对数据主体的权利和自由造成高风险的处理操作，隐私影响评估是强制性的。法国国家信息与自由委员会在其网站上列出了需要或不需要进行数据保护影响评估（DPA）的处理操作类型。
. 
Put in place internal processes 建立内部流程
. 
To ensure compliance during all development stages, ensure that internal procedures guarantee that data protection is taken into account in all aspects of your project and into all events that may occur (e.g. security breach, requests for rectification or access fulfillment, modification of data collected, change of provider, data breach, etc.). The requirements of the governance label (even if this one no longer granted by the CNIL since the entry into force of the GDPR) can constitute a useful basis of inspiration to help you set up the necessary organization.为确保在所有开发阶段都符合规定，请确保内部流程能够保证在项目的各个方面以及可能发生的所有事件（例如安全漏洞、整改请求或访问权限满足请求、所收集数据的修改、提供商变更、数据泄露等）中都考虑到数据保护。治理标签的要求（即使自GDPR生效以来，法国国家信息与自由委员会已不再授予该标签）可以作为有用的参考依据，帮助你建立必要的组织架构。
. 
Document developments compliance 记录开发合规情况
. 
To prove your compliance with the GDPR at all times: the actions performed and the documents produced at each stage of development must be mastered. This implies in particular a regular review and update of the documentation of your developments so that it is constantly consistent with the features deployed on your program.为了始终证明您符合《通用数据保护条例》（GDPR）的要求，您必须掌握在开发的每个阶段所采取的行动和生成的文件。这尤其意味着要定期审查和更新开发文档，以确保其始终与程序上部署的功能保持一致。
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Understanding the notions of “personal data”, “purpose” and “processing” is essential for the development of law enforcement and user data. In particular, be careful not to confuse “anonymisation” and “pseudonymization”, which have very precise definitions in the GDPR.理解“个人数据”“目的”和“处理”的概念对于执法和用户数据的发展至关重要。特别是要注意不要混淆“匿名化”和“假名化”，这两个术语在《通用数据保护条例》（GDPR）中有非常精确的定义。
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· Increase the size of the font 增大字体大小
Definition 定义
· The notion of personal data is defined in the General Data Protection Regulation (GDPR) as “any information relating to an identified or identifiable natural person (referred to as "data subject")”. It covers a broad scope that includes both directly identifying data (e.g. first and last name) and indirectly identifying data (e.g. telephone number, license plate, terminal identifier, etc.).“个人数据”这一概念在《通用数据保护条例》（GDPR）中被定义为“与已识别或可识别的自然人（称为‘数据主体’）相关的任何信息”。其涵盖范围广泛，既包括直接识别数据（如姓名），也包括间接识别数据（如电话号码、车牌号、终端标识符等）。
· Any operation on this type of data (collection, recording, transmission, modification, dissemination, etc.) constitutes processing within the meaning of the GDPR and must therefore meet the requirements laid down by that regulation. Such processing operations must be lawful and have a specified purpose. The personal data collected and processed must be relevant and limited to what is strictly necessary to achieve the purpose.对这类数据的任何操作（收集、记录、传输、修改、传播等）都构成《通用数据保护条例》所指的处理，因此必须满足该条例规定的要求。此类处理操作必须合法且具有特定目的。所收集和处理的个人数据必须具有相关性，并且仅限于实现该目的所绝对必要的范围。
Examples of personal data 个人数据示例
· Where they relate to natural persons, the following data are personal data:若涉及自然人，以下数据均为个人数据：
1. Surname, first name, pseudonym, date of birth;姓氏、名字、笔名、出生日期；
1. photos, sound recordings of voices;照片、语音录音；
1. fixed or mobile telephone number, postal address, email address;固定或移动电话号码、邮政地址、电子邮箱地址；
1. IP address, computer connection identifier or cookie identifier;IP地址、计算机连接标识符或Cookie标识符；
1. Fingerprint, palm or venous network of the hand, retinal print;指纹、手掌或手部静脉网络、视网膜纹；
1. License plate number, social security number, ID number;车牌号、社会保障号、身份证号；
1. Application usage data, comments, etc…应用程序使用数据、评论等……
· Identification of natural persons can be carried out :可以对自然人进行身份识别：
2. from a single piece of data (examples: surname and first name);来自单一数据（例如：姓氏和名字）；
2. from crossing of a set of data (example: a woman living at such and such an address, born on such and such a day and member of such and such an association).来自一组数据的交叉比对（例如：一位居住在某地址、出生于某一天且是某协会成员的女性）。
· Some data are considered particularly sensitive. The GDPR prohibits the collection or use of such data, unless, in particular, the data subject has given his/her express consent (active, explicit and preferably written consent, which must be free, specific and informed).某些数据被视为特别敏感。《通用数据保护条例》（GDPR）禁止收集或使用此类数据，除非数据主体明确表示同意（主动、明确且最好是书面同意，且该同意必须是自愿、具体且知情的）。
· These requirements concern the following data:这些要求涉及以下数据：
4. data relating to the health of individuals;与个人健康相关的数据；
4. data concerning sexual life or sexual orientation;涉及性生活或性取向的数据；
4. data revealing an alleged racial or ethnic origin;揭示所谓的种族或民族出身的数据；
4. political opinions, religious beliefs, philosophical beliefs or trade union membership;政治观点、宗教信仰、哲学信仰或工会会员身份；
4. genetic and biometric data used for the purpose of uniquely identifying an individual.用于唯一识别个人的遗传和生物特征数据。
Anonymisation of personal data 个人数据匿名化
· An anonymisation process of personal data aims at making impossible to identify individuals within data sets. It is therefore an irreversible process. When this anonymisation is effective, the data are no longer considered as personal data and the requirements of the GDPR are no longer applicable.个人数据的匿名化处理旨在使无法从数据集中识别出个人。因此，这是一个不可逆的过程。当这种匿名化有效时，这些数据就不再被视为个人数据，《通用数据保护条例》（GDPR）的要求也不再适用。
· By default, we recommend that you never consider raw datasets as anonymous. Anonymisation results from processing personal data in order to irreversibly prevent identification, whether by:默认情况下，我们建议您切勿将原始数据集视为匿名数据。匿名化是对个人数据进行处理的结果，目的是不可逆地防止身份识别，无论是通过：
2. singling out : it is not possible to isolate some or all records which identify an individual in the dataset;单独挑出：无法从数据集中分离出部分或全部可识别个人身份的记录；
2. linkability : the dataset does not allow to link at least, two records concerning the same data subject or a group of data subjects;可链接性：数据集不允许链接至少两条关于同一数据主体或一组数据主体的记录；
2. inference : it is not possible to deduce, with significant probability, the value of an attribute from the values of a set of other attributes.推理：无法以较高的概率从一组其他属性的值中推导出某个属性的值。
· These data processing operations imply in most cases a loss of quality on the produced dataset. The Article 29 Working Party (Art. 29 WP) opinion on anonymisation techniques describes the main anonymisation techniques used today, as well as examples of datasets wrongly considered anonymous. It is important to note that anonymisation techniques have short comings. The choice to anonymize or not the data as well as the selection of an anonymisation technique must be made on a case by case basis according to contexts of use and need (nature of the data, usefulness of the data, risks for people, etc.).这些数据处理操作在大多数情况下意味着生成数据集的质量下降。第29条工作组（第29条WP）关于匿名化技术的意见描述了当今使用的主要匿名化技术，以及被错误认为是匿名的数据集示例。需要注意的是，匿名化技术存在缺陷。是否对数据进行匿名化以及选择何种匿名化技术，必须根据使用场景和需求（数据的性质、数据的用途、对人们的风险等）逐案决定。
Pseudonymization of personal data 个人数据的假名化
· Pseudonymization is a compromise between retaining raw data and producing anonymized datasets.假名化是保留原始数据与生成匿名数据集之间的一种折中方案。
· It refers to the processing of personal data in such a way that data relating to a natural person can no longer be attributed without additional information. The GDPR insists that this additional information must be kept separately and be subject to technical and organisational measures to avoid re-identification of data subjects. Unlike anonymisation, pseudonymization can be a reversible process.它指的是对个人数据的处理，处理方式应使与自然人相关的数据在没有额外信息的情况下无法再被归属于该自然人。《通用数据保护条例》（GDPR）规定，这些额外信息必须单独保存，并采取技术和组织措施，以避免数据主体被重新识别。与匿名化不同，假名化是一个可逆的过程。
· In practice, a pseudonymization process consists of replacing directly identifying data (surname, first name, etc.) in a dataset with indirectly identifying data (alias, number in a filing system, etc.) in order to reduce their sensitivity. They may result from a cryptographic hash of the data of individuals, such as their IP address, user ID, e-mail address.在实践中，假名化过程包括用间接识别数据（别名、档案系统中的编号等）替换数据集中的直接识别数据（姓氏、名字等），以降低其敏感性。这些间接识别数据可能来自个人数据（如IP地址、用户ID、电子邮件地址）的加密哈希值。
· Data resulting from pseudonymization are considered as personal data and therefore remain subject to the obligations of the DPMR. However, the European Regulation encourages the use of pseudonymization in the processing of personal data. Moreover, the GDPR considers that pseudonymization makes it possible to reduce the risks for data subjects and to contribute to compliance with the Regulation.假名化处理产生的数据被视为个人数据，因此仍需遵守《数据保护与管理条例》（DPMR）的相关义务。然而，欧盟条例鼓励在个人数据处理中采用假名化技术。此外，《通用数据保护条例》（GDPR）认为，假名化有助于降低数据主体面临的风险，并有助于该条例的合规实施。
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The principles of personal data protection must be integrated into IT developments from the design phase onwards in order to protect the privacy of the people whose data you are going to process, to give them better control over their data and to limit errors, losses, unauthorised modifications or misuses of their data in applications.个人数据保护原则必须从设计阶段就融入信息技术开发中，这样才能保护那些你将要处理其数据的人的隐私，让他们更好地掌控自己的数据，并减少应用程序中数据的错误、丢失、未授权修改或滥用情况。
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Methodological choices 方法选择
· Put privacy protection at the center of your developments by adopting a Privacy By Design methodology.通过采用设计隐私保护方法，将隐私保护置于开发的核心位置。
· If you use agile methods for your developments, consider integrating security at the center of your process. The ANSSI has made available a guide “digital security & agility” (in French only) which indicates how to conduct your developments within the framework of an agile method while taking into account the security aspects. Don’t hesitate to draw inspiration from it.如果您在开发中使用敏捷方法，请考虑将安全整合到流程的核心。法国国家信息系统安全局（ANSSI）已提供一份《“数字安全与敏捷性”指南》（仅法语版本），其中说明了如何在敏捷方法框架内进行开发，同时兼顾安全方面。请务必从中汲取灵感。
· For any development aimed at the general public, consider the privacy settings, and in particular the default settings, such as the characteristics and user content visible by default.对于任何面向公众的开发项目，都要考虑隐私设置，尤其是默认设置，例如默认情况下可见的特征和用户内容。
· Conduct a Privacy Impact Assessment (PIA). For certain processing operations it is mandatory. In other cases it is a good practice that will allow you to identify and deal with all the risks upstream of your developments. The CNIL has a special section on its website and provides a free software dedicated to this type of analysis.进行隐私影响评估（PIA）。对于某些处理操作，这是强制性的。在其他情况下，这是一种良好做法，能让你在开发前期识别并处理所有风险。法国国家信息与自由委员会（CNIL）在其网站上设有专门板块，并提供了一款用于此类分析的免费软件。
Technological choices 技术选择
Architecture and features 架构与功能
· Include privacy protection, including data security requirements, at the design stage of the application or service. These requirements should influence architecture choices (e.g. decentralized vs. centralized) or functionality (e.g. short term anonymization, data minimization). The default settings of the application must meet minimum security requirements and comply with the law. For example, the default complexity of passwords must comply at least with the CNIL recommendation on passwords.在应用程序或服务的设计阶段纳入隐私保护，包括数据安全要求。这些要求应影响架构选择（例如去中心化与中心化）或功能（例如短期匿名化、数据最小化）。应用程序的默认设置必须满足最低安全要求并符合法律规定。例如，密码的默认复杂度必须至少符合国家信息与自由委员会（CNIL）关于密码的建议。
· Maintain control of your system. It is important to keep control of your system, both to ensure proper operation and to guarantee a high level of security. Keeping a system simple allows you to understand precisely how it works and to identify its weak points. If a certain complexity is required, it is advisable to start with a simple, correctly designed and secure system. Then, it is possible to increase the complexity little by little, while continuing to secure the new features that are added.保持对系统的控制。保持对系统的控制至关重要，这既能确保系统正常运行，也能保证高水平的安全性。让系统保持简单，能使你准确理解其工作原理并找出薄弱环节。如果需要一定的复杂性，建议从一个设计合理、安全的简单系统起步。之后，可以逐步增加复杂性，同时持续保障新增功能的安全性。
· Don’t rely on a single line of defense. In spite of all the steps taken to design a secure system, it may happen that some components added later may not be sufficiently secure. To minimize the risk to end users, it is advisable to defend the system in depth. For example, checking the data entered in an online form is part of the periphery defenses. If this defense is hijacked, database query protection can take over.不要依赖单一的防御线。尽管为设计一个安全的系统采取了所有措施，但后来添加的一些组件可能不够安全，这种情况仍有可能发生。为了将对终端用户的风险降至最低，建议对系统进行深度防御。例如，检查在线表单中输入的数据是外围防御的一部分。如果这一防御被劫持，数据库查询保护就可以接管防御工作。
Tools and practices 工具与实践
· Use programming standards that take into account safety. Often, lists of standards, best practices or coding guides improving the security of your developments are already available. Ancillary tools can also be integrated into your integrated development environments (“IDE”) in order to automatically check that your code complies with the various rules that are part of these standards or good practices. You can easily find lists of good practices for your favourite programming language on the Internet. For example here for C, C++ or Java. For web application development, specific good practice guides exist, such as those published by OWASP.采用考虑到安全性的编程标准。通常，已经有一些标准、最佳实践或编码指南清单可用于提高开发的安全性。辅助工具也可以集成到你的集成开发环境（“IDE”）中，以便自动检查你的代码是否符合这些标准或良好实践中的各种规则。你可以在互联网上轻松找到你常用编程语言的良好实践清单。例如，这里提供了C、C++或Java的相关内容。对于Web应用程序开发，存在特定的良好实践指南，如OWASP发布的那些指南。
· The technological choices are critical. A few parameters need to be taken into account:技术选择至关重要。需要考虑几个参数：
2. Depending on the field of application or functionality developed, one language or technology may be more appropriate than another.根据所开发的应用领域或功能不同，一种语言或技术可能比另一种更合适。
2. Time-tested languages and technologies are safer. They have, in general, been audited to correct the most known vulnerabilities. However, you should be careful to use the latest versions of each of the technology building blocks you will be using.经过时间检验的语言和技术更安全。总体而言，它们已经过审核，以修复最常见的漏洞。不过，你应当注意使用将要用到的每个技术组件的最新版本。
2. You must avoid coding your final solution in a language you have just learned and not yet mastered. Otherwise, you expose yourself to an increased risk of a security flaw due to lack of experience.你必须避免使用一种你刚刚学会但尚未掌握的语言来编写最终解决方案。否则，由于缺乏经验，你将面临更大的安全漏洞风险。
· Set up a secure development environment that allows versioning of the code by following the dedicated sheet in this guide. 按照本指南中的专用表格，搭建一个支持代码版本控制的安全开发环境。
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The security of production, development and continuous integration servers as well as developer workstations must be a priority because they centralize access to a large amount of data.生产、开发和持续集成服务器以及开发人员工作站的安全性必须是优先事项，因为它们集中了对大量数据的访问权限。

Assess your risks and adopt the appropriate security measures评估您的风险并采取适当的安全措施
· Assess the risks in the tools and processes used for your developments. Make an inventory of your existing security measures and define an action plan to improve your risk coverage. Appoint a person responsible for its implementation.评估开发中使用的工具和流程的风险。对现有的安全措施进行清点，并制定行动计划以提高风险覆盖范围。指定专人负责实施。
· Consider the risks on all the tools you use, including risks related to SaaS (Software as a Service) and collaborative tools in the cloud (such as Slack, Trello, GitHub, etc.).考虑你使用的所有工具所带来的风险，包括与软件即服务（SaaS）和云端协作工具（如Slack、Trello、GitHub等）相关的风险。
Secure your servers and workstations in a homogeneous and reproducible way以统一且可复现的方式保护您的服务器和工作站
· Lists of recommendations concerning the security of servers, workstations and internal networks are available in the sheets n° 5 to 8 of the security of personal data guide of the CNIL.关于服务器、工作站和内部网络安全的建议列表可在法国国家信息与自由委员会（CNIL）的《个人数据安全指南》第5至8页中找到。
· Write a document listing those measures and explaining their configuration to ensure that security measures are implemented uniformly on servers and workstations. In order to reduce the workload, configuration management tools, such as Ansible, Puppet or Chef, can be used.编写一份文档，列出这些措施并说明其配置，以确保在服务器和工作站上统一实施安全措施。为了减少工作量，可以使用配置管理工具，例如Ansible、Puppet或Chef。
· Update servers and workstations, if possible automatically. You can set up a watchlist of the most important vulnerabilities, for example the NVD Data Feeds.更新服务器和工作站，如果可能的话自动进行。你可以设置一份最重要漏洞的观察清单，例如NVD数据馈送。
Put special emphasis on access management and traceability of operations特别强调访问管理和操作的可追溯性
· Remember to document the management of your SSH keys (use of state of the art cryptography and key length algorithms, protection of private keys with a passphrase, key rotation). For examples of good practice, see the document on the secure use of (open)SSH.请记住记录您的SSH密钥管理情况（使用最先进的加密技术和密钥长度算法，用密码保护私钥，进行密钥轮换）。有关良好实践的示例，请参阅关于（开放）SSH安全使用的文档。
· Encourage strong authentication on the services used by the development team.鼓励开发团队使用的服务采用强身份验证。
· Trace access to your machines and, if possible, implement automated log analysis. In order to keep reliable traces, the use of generic accounts is to be avoided.追踪对您机器的访问，如有可能，实施自动化日志分析。为了保持可靠的追踪记录，应避免使用通用账户。
· 

Sheet n°4: Manage your source code第4号文档：管理您的源代码
11 June 2020 2020年6月11日

Whatever the size of your project, it is highly recommended to use a source code management tool, such as a version control system, to track its different versions over time.无论你的项目规模如何，强烈建议使用源代码管理工具（例如版本控制系统）来跟踪其随时间推移的不同版本。
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Set up your version control system efficiently, thinking about its security高效设置版本控制系统，并考虑其安全性
· A version control system is a software program that allows you to store all your source code and associated files, while keeping the chronology of all changes that have been made. A simple FTP server is not a version control system.版本控制系统是一种软件程序，它允许你存储所有源代码及相关文件</b0，同时保留所有更改的时间顺序</b1。简单的FTP服务器并非版本控制系统。
· Set up your environment correctly using the features offered by your version control system. It is recommended that you implement strong authentication and/or authentication with SSH keys at the beginning of your project.利用版本控制系统提供的功能正确设置环境。建议在项目初期就实施强大的身份验证和/或SSH密钥身份验证。
· In addition, assign levels of access to your project to the users of your version control system and define for each level the corresponding permissions (for example, a “guest” level with limited read rights, a “developer” level with write rights, etc.).此外，为版本控制系统的用户分配项目的访问级别</b0，并为每个级别定义相应的权限（例如，“访客”级别拥有有限的读取权限，“开发者”级别拥有写入权限等）。
· Make regular backups of your source code management system. In particular, remember to back up your main server where all changes are saved.定期对源代码管理系统进行备份。特别是要记住备份保存所有更改的主服务器。
· Set up development procedures to work efficiently even if several people are developing at the same time. For example, you may decide not to work on the same branch (master), but to set up feature-based branches, which will be merged into the main branch as development progresses. Such development strategies are already well documented, for example in Git Flow. In addition, some version control systems offer to set up protected branches that prevent unauthorized changes to the files in these branches.制定开发流程，以便即使有多人同时进行开发也能高效工作。例如，你可以决定不在同一分支（主分支）上工作，而是建立基于功能的分支，随着开发的推进，这些分支将被合并到主分支中。此类开发策略已有详细文档记录，例如在Git Flow中。此外，一些版本控制系统还提供了设置受保护分支的功能，以防止对这些分支中的文件进行未授权的更改。
Be aware of your source code content注意你的源代码内容
· Implement code quality metrics tools that will scan your code as soon as it is committed to check its good quality. You can also add scripts to check these metrics in the version control system configuration: the commit will be cancelled if the source code is not of sufficient quality.实施代码质量指标工具</b0，这些工具会在代码一被提交</b1时就对其进行扫描，以检查其质量是否良好。你还可以在版本控制系统配置</b2中添加脚本以检查这些指标：如果源代码质量不足，提交</b3将会被取消。
· Keep your secrets and passwords out of your source code repository:不要将您的机密信息和密码存入源代码仓库：
2. in separate files, which have not been committed. Remember to use special files from your version control system (such as .gitignore for Git) so that you don’t commit sensitive files by mistake.在单独的文件中，这些文件尚未被提交。请记住使用版本控制系统中的特殊文件（例如用于Git的.gitignore），这样你就不会误将敏感文件提交了。
2. in environment variables, take care to check that environment variables are not accidentally written to logs or displayed when an application error occurs.在环境变量中，要注意检查环境变量在应用程序出错时不会被意外写入日志或显示出来。
2. using specific secret or configuration management software.使用特定的密钥或配置管理软件。
Finally, if you need to include such data in your repository, consider automatically encrypting/decrypting the files using a plugin from your version control system (e.g. git-crypt).最后，如果你需要在仓库中包含此类数据，可以考虑使用版本控制系统的插件（例如git-crypt）对文件进行自动加密/解密。
· After a commit that contains personal or other critical data, don’t forget to purge completely the source code repository: even after modification, the data may still be available in your repository history.在包含个人或其他关键数据的提交之后，不要忘记彻底清除完全地源代码仓库：即使经过修改，这些数据仍可能存在于你的仓库历史记录中。
· Be careful before publishing your source code online. Review its entire contents to make sure that no personal data, passwords or other secrets are present, including the entire change history.在网上发布源代码之前要小心。检查其全部内容，确保其中不包含个人数据、密码或其他机密信息，包括完整的更改历史记录。
Examples of tools 工具示例
· Unlike tools such as Subversion, which need a central server to run, the main version control systems (Git, Mercurial for example) are decentralized.与需要中央服务器才能运行的Subversion等工具不同，主流的版本控制系统（例如Git、Mercurial）是去中心化的。
· For most of these tools, a web interface and related tools (bug management, wiki for your documentation, etc.) are provided. These solutions can either be accessible via the internet (GitHub, Bitbucket, etc.), or they can be integrated into your own servers. 对于这些工具中的大多数，都提供了网页界面及相关工具（错误管理、用于文档的维基等）。这些解决方案既可以通过互联网访问（GitHub、Bitbucket等），也可以集成到您自己的服务器中。


Sheet n°5: Make an informed choice of architecture第5号文件：明智选择架构
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When designing the architecture of your application, you must identify personal data that will be collected and define a path and life cycle for each of them. The choice of supporting assets (local storage, server, cloud service) is a crucial step, which must be adapted to your needs, but also to your technical knowledge. The registry and conduction a privacy impact assesment can assist you in this choice.在设计应用程序架构时，你必须确定将要收集的个人数据，并为每一项数据定义路径和生命周期。支持性资产（本地存储、服务器、云服务）的选择是关键一步，这不仅要适应你的需求，还要符合你的技术知识水平。注册和进行隐私影响评估有助于你做出这一选择。
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Examining life cycle of data and processes, from collection to erasure审视数据和流程的生命周期，从收集到删除
· Represent and describe how the product generally works before starting your project, with a diagram of data flows and a detailed description of the processes carried out.在开始项目之前，用数据流程图和对所执行流程的详细描述来呈现并说明产品的大致工作原理。
· When data is only stored on the user’s terminal (local storage) or remains confined on communication networks under the control of the user (e.g. Wi-Fi or other local network), the main point of attention is data security. The duration for which data is stored and the actual deletion should be determined by the individuals.当数据仅存储在用户终端上（本地存储）或仍局限于用户控制的通信网络中（例如Wi-Fi或其他局域网）时，重点应关注数据安全。数据的存储时长和实际删除操作应由个人决定。
· When the data transits through online services, the choice of hosting the data yourself or using a service provider must be made according to your security knowledge and the expected quality of service. Recognized cloud offerings may offer higher levels of security. However, they generate new risks that need to be mastered. Recommendations for companies planning to use Cloud computing services can guide at this selection stage.当数据通过在线服务传输时，是自行托管数据还是使用服务提供商，必须根据你的安全知识和预期的服务质量来决定。公认的云服务可能提供更高水平的安全性。然而，它们也会产生需要掌控的新风险。针对计划使用云计算服务的公司的建议可以在这个选择阶段提供指导。
In case of use of external hosting在使用外部托管的情况下
· Choose a service provider that ensures appropriate security and confidentiality measures and is sufficiently transparent.选择一家能确保采取适当安全和保密措施且透明度足够高的服务提供商。
· Make sure you know the geographical location of the servers that will host your data. You may be required to transfer data outside the European Union (EU) and the European Economic Area (EEA). While data can move freely within the EU/EEA, transfers outside the EU/EEA are possible, provided that sufficient and appropriate level of data protection is ensured. The CNIL provides an on-site map showing the different levels of data protection in countries around the world.确保你知道将托管你数据的服务器的地理位置。你可能需要将数据传输到欧盟（EU）和欧洲经济区（EEA）以外的地方。虽然数据可以在欧盟/欧洲经济区内自由流动，但在确保有足够且适当的数据保护水平的前提下，向欧盟/欧洲经济区以外的地方传输数据也是可行的。法国国家信息与自由委员会（CNIL）提供了一份现场地图，显示了世界各国不同级别的数据保护。
· If you need to host health data, make sure that provider used is certified or approved for this activity.如果您需要托管健康数据</b0，请确保所使用的提供商已获得此活动的认证或批准。
· Other points to be aware of include:其他需要注意的要点包括：
4. the existence of an accessible security policy;可访问的安全政策的存在；
4. physical security and safety measures at the hosting site;托管站点的物理安保和安全措施；
4. data encryption and other processes to ensure that the provider does not have access to the data entrusted to it;数据加密和其他流程，以确保提供商无法访问托付给它的数据；
4. the management of updates, the management of authorizations, the authentication of personnel and the security of application developments;更新管理、授权管理、人员认证以及应用程序开发的安全性；
4. the easy reversibility/portability of data in a structured and commonly used format, on request and at any time.以结构化且常用的格式呈现的数据，可应要求随时轻松实现可逆性/可移植性。


Sheet n°6: Secure your websites, applications and servers第6号资料：保护您的网站、应用程序和服务器安全
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Any website, application or server must incorporate basic state-of-the-art security rules, not only on network communications but also on authentication and infrastructure.任何网站、应用程序或服务器都必须纳入基本的最先进安全规则，这不仅涉及网络通信，还包括身份验证和基础设施。
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Securing communication networks 保障通信网络安全
· Implement TLS version 1.2 or 1.3 (replacing SSL) on all websites and for data transmissions of your mobile applications, for example with LetsEncrypt, using only the most recent versions and checking its correct implementation.在所有网站以及移动应用程序的数据传输中实施TLS 1.2或1.3版本（替代SSL），例如使用Let's Encrypt，仅采用最新版本并检查其正确实施情况。
· Make the use of TLS mandatory for all pages of your site and for your mobile applications.强制所有网站页面和移动应用使用TLS。
· Limit the communication ports strictly necessary for the proper functioning of the installed applications. If access to a web server is only possible using the HTTPS protocol, only ports 443 and 80 of this server must be accessible, all other ports can be blocked by the firewall.限制已安装应用程序正常运行所必需的通信端口。如果只能通过HTTPS协议访问Web服务器，则该服务器只能开放443和80端口，其他所有端口可由防火墙进行封锁。
· The OWASP has published on its website some cheatsheets for exemple to correctly implement TLS or to secure a webservice.OWASP在其网站上发布了一些 cheat sheet（ cheat sheet 在此处指“安全指南”），例如关于如何正确实施TLS或如何保护Web服务安全的内容。
Securing Authentications 确保身份验证安全
· Follow the CNIL recommendation on passwords. In particular, remember to limit the number of access attempts.遵循法国国家信息与自由委员会（CNIL）关于密码的建议。特别是要记住限制登录尝试次数。
· Never store passwords in clear text. Store them as a hash using a proven library, such as bcrypt.切勿以明文形式存储密码。应使用经过验证的库（如bcrypt）将其存储为哈希值。
· If cookies are used for authentication, it is recommended:如果使用Cookie进行身份验证</b0，建议：
3. to force the use of HTTPS via HSTS;通过HSTS强制使用HTTPS；
3. to use the secure flag; 使用安全标志；
3. use the HttpOnly flag. 使用HttpOnly标志。
· Test the cryptographic suites installed on the systems and disable obsolete ones (RC4, MD4, MD5 etc.). Encourage the use of AES256. Read the OSWAP note on the subject.测试系统上安装的加密套件，并禁用过时的套件（RC4、MD4、MD5等）。鼓励使用AES256。阅读OWASP关于该主题的说明。
· Adopt a specific password policy for administrators. Change the passwords, at least, each time an administrator leaves and in case of suspected breach. Encourage strong authentication when possible.为管理员采用特定的密码策略。至少在管理员离职时以及怀疑出现安全漏洞的情况下，更改密码。在可能的情况下，鼓励采用强身份验证。
· Limit access to administration tools and interfaces to qualified staff. Encourage the use of lower-privilege accounts for day-to-day operations.仅限合格员工访问管理工具和界面。 鼓励在日常操作中使用低权限账户。
· Remote access to administration interfaces should be subject to increased security measures. For example, for internal servers, implementing a VPN with strong authentication of the user and the workstation he or she is using may be a good solution.对管理界面的远程访问应采取更严格的安全措施。例如，对于内部服务器，实施带有对用户及其所使用工作站的强身份验证的虚拟专用网络（VPN）可能是一个不错的解决方案。
Securing infrastructures 保护基础设施
· Make backups, if possible encrypted and checked regularly. This is especially useful in case of a ransomware attack on your systems as having backups for all your systems will be the only measure that will allow you to restore your systems.尽可能制作备份，最好是加密的并定期检查。这在您的系统遭遇勒索软件攻击时尤为有用，因为拥有所有系统的备份将是唯一能让您恢复系统的措施。
· Limit the size of the software stack used, and for each element of the stack:限制所使用的软件栈规模，并针对软件栈的每个元素：
2. Install critical updates without delay by scheduling an automatic weekly check;通过安排每周自动检查，立即安装关键更新；
2. Automate a vulnerability watch by subscribing to the NVD Data Feeds for example.例如，通过订阅NVD数据馈送来实现漏洞监控的自动化。
· Use vulnerability detection tools for the most critical processes to detect possible security breach. Systems for detecting and preventing attacks on critical systems or servers can also be used. These tests must be conducted regularly and before any new software version is put into production.对最关键的流程使用漏洞检测工具，以发现可能的安全漏洞。也可以使用用于检测和防止对关键系统或服务器进行攻击的系统。这些测试必须定期进行，并且在任何新软件版本投入生产之前进行。
· Restrict or forbid physical and software access to diagnostic and remote configuration ports. For example, you can list all open ports using the netstat tool.限制或禁止对诊断和远程配置端口的物理及软件访问。例如，您可以使用netstat工具列出所有开放端口。
· Protect the databases you make available on the Internet, at least by restricting access as much as possible (for example, by IP filtering) and by changing the default password for the administrator account.保护你在互联网上可用的数据库，至少要尽可能限制访问（例如，通过IP过滤）并更改管理员账户的默认密码。
· In terms of database management, good practices include:在数据库管理方面，良好实践包括：
6. using nominative accounts for database access and create specific accounts for each application;使用名义账户进行数据库访问，并为每个应用程序创建特定账户；
6. revoking the administrative privileges of user or application accounts to avoid modification to database structure (table, vues, process, etc);撤销用户或应用程序账户的管理权限，以避免对数据库结构（表、视图、流程等）进行修改；
6. having protection against SQL or script injection attacks;具备防范SQL或脚本注入攻击的能力；
6. encouraging at rest disk and database encryption.鼓励静态磁盘和数据库加密。
· 
Sheet n°7: Minimize the data collection第7号文件：最小化数据收集
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You shall only collect personal data that is adequate, relevant and necessary in relation to the purposes for which they are processed, as defined at the time of collection.你仅应收集与收集时所定义的处理目的相关的、充分的、相关的且必要的个人数据。
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Before collection, think about the different types of data you need to collect and try to limit your collection to what is strictly necessary在收集数据之前，要考虑你需要收集的数据类型，并尽量将收集范围限制在绝对必要的范围内。
· Think about the different types of data that will need to be collected before an application is implemented and document this thinking.思考一下在应用程序实施前需要收集的不同数据类型</b0，并将这种思考记录下来。
· If specific data is not needed for a certain category of people, do not collect it.如果特定数据并非某类人群所需，就不要收集。
· Process and store data in a way that reduces accuracy (similar to pseudonymization). For example, store only the year of birth instead of a full date of birth if the application only needs the year.以一种会<bo>降低准确性</bo>的方式处理和存储数据（类似于假名化）。例如，如果应用程序只需要出生年份，那么就只存储出生年份，而不是完整的出生日期。
· If collecting particularly sensitive data, such as health or criminal convictions data, be sure to collect only the minimum required. Due to the regulatory constraints, the simplest solution is still to not collect them if you can do without them.如果收集特别敏感的数据，例如健康数据或刑事定罪数据，务必只收集所需的最低限度。由于监管限制，如果可以不用这些数据，最简单的解决方案仍然是不收集它们。
· Minimize the amount of data collected also in the log data and do not store sensitive or critical data (health data, passwords, etc.).减少日志数据中收集的数据量，并且不要存储敏感或关键数据（健康数据、密码等）。
· Some features may improve the user experience, but are not strictly necessary for your application to work properly (e.g. geolocation to simplify a geographic search). In this case, the end user must be able to choose whether or not to use this functionality. If he uses it, the data that you are led to collect for its operation must only be kept for the time strictly necessary for its operation and never be used for other purposes.有些功能可能会改善用户体验，但并非你的应用程序正常运行所必需的（例如，用于简化地理搜索的地理位置功能）。在这种情况下，最终用户必须能够选择是否使用此功能。如果用户使用了该功能，那么你为其运行而收集的数据必须仅在其运行所严格必需的时间内保存，且绝不能用于其他目的。
· Remember to associate retention periods for each category of data, depending on the purpose of the processing and the legal or regulatory obligations relating to their retention. Logs must also have a retention period. Document the defined retention durations. You will need to be able to justify them.请记住，根据处理目的以及与数据保留相关的法律或监管义务，为每类数据关联保留期限。日志也必须有保留期限。记录已定义的保留时长。你需要能够对这些保留期限进行说明。
Once the data has been collected, set up automatic deletion mechanisms数据收集完成后，需建立自动删除机制
· Implement an automatic purge system at the end of the shelf life. You can also implement manual reviews of stored data on a periodic basis.在保质期结束时实施自动清除系统。您也可以定期对存储的数据进行人工审核。
· To ensure complete erasure, erase physically all data that is no longer needed using specialized tools or by destroying the physical media.为确保彻底删除，需使用专用工具或通过销毁物理介质，对不再需要的所有数据进行物理删除。
· If the data is still useful, you can reduce its sensitivity by using pseudomisation or even anonymisation methods. In case of pseudonymization, these data remain subject to the regulations on personal data (see Sheet n°1).如果数据仍然有用，您可以通过使用伪匿名化甚至匿名化方法来降低其敏感性。在伪匿名化的情况下，这些数据仍需遵守有关个人数据的规定（参见第1号文件）。
· Log the automatic deletion procedures. The corresponding logs can be used as a proof of deletion of a data item.记录自动删除程序。相应的日志可用作数据项的删除证明。


Sheet n°8: Manage user profiles 第8号文件：管理用户档案
11 June 2020 2020年6月11日

The way to manage profiles of your collaborators and your end-users must be thought out upstream of your developments. It consists in defining different access and authorization profiles so that each person can access only the data he or she actually needs.管理协作者和终端用户资料的方式必须在开发前期就进行规划。这包括定义不同的访问和授权配置文件，以便每个人只能访问其实际需要的数据。
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Good practices for user management 用户管理的良好实践
· It all starts with the use of unique and individual identifiers, whether they are users of your application or collaborators in development.这一切都始于独特且个性化标识符的使用，无论是您应用程序的用户还是开发中的协作者。
· Make sure to impose authentication before any access to personal data, in accordance with the recommendations of the CNIL.请确保在访问任何个人数据之前实施身份验证，这符合法国国家信息与自由委员会（CNIL）的建议。
· To ensure that each person (user or collaborator) can only access to data he or she actually needs, your system must provide differentiated data access management policies (read, write, delete, etc.) according to people and needs. A global user profile management mechanism will allow you to group different rights according to a role exercised by a group of users within the application.为确保每个人（用户或协作者）只能访问其实际需要的数据，您的系统必须根据人员和需求提供差异化的数据访问管理策略（读取、写入、删除等）。全局用户配置文件管理机制将允许您根据应用程序中一组用户所扮演的角色来组合不同的权限。
· The management of user profiles can be used along with logging systems in order to trace activities, and detect anomalies or events related to security, such as fraudulent access and misuse of personal data. These devices must not be used for any purpose other than ensuring the proper use of the computer system. Logs must also not be kept longer than necessary. In general, a period of six months is adequate.用户资料的管理可以与日志系统配合使用，以追踪活动、检测与安全相关的异常情况或事件，例如欺诈性访问和个人数据滥用。这些设备不得用于确保计算机系统正常使用以外的任何目的。日志的保存时间也不得超过必要期限。一般来说，六个月的期限是足够的。
· You can also plan code audits or penetration testing within your development environment to ensure robustness of your profile management system.你也可以在开发环境中规划代码审计或渗透测试，以确保个人资料管理系统的稳健性。
Streamline the management of clearance profiles简化权限配置文件的管理
· Plan to document or automate the movement of your collaborators. For example, these procedures should lead the actions to be taken when people are no longer authorized to access a room or an IT resource, or at the end of their contract.计划对记录或自动处理协作者的变动。例如，当人员不再被授权进入某个房间或使用某项IT资源时，或者在其合同到期时，这些流程应能指导需采取的行动。
· Managing your users and collaborators implies a regular review of the permission according to the evolution of uses and organizational movements within your project. The use of directory services, such as Lightweight Directory Access Protocol (LDAP), will help you monitor these changes and allow you to refine your access strategies, for example by assigning roles based on usage profiles. This allows you to better respect the principle of least privilege.管理用户和协作者意味着要根据项目内使用情况的演变和组织变动，定期审查权限。使用目录服务（如轻量级目录访问协议（LDAP））将帮助您监控这些变化，并使您能够完善访问策略，例如根据使用配置文件分配角色。这能让您更好地遵循最小权限原则。
· The use of “supreme” accounts (type root, administrator, etc.) has to be avoided for conventional operations, as it constitutes the keystone of your system and a privileged target for a possible external attacker. We recommend that you associate a strong password policy with it (10 to 20 characters or multi-factor) and that you limit the number of people with knowledge of it to the strictest necessary.对于常规操作，必须避免使用“最高权限”账户（如root、管理员等类型），因为这类账户是系统的核心，也是潜在外部攻击者的主要目标。我们建议为其设置严格的密码策略（10至20个字符或采用多因素认证），并将知晓该密码的人员数量限制在绝对必要的范围内。
· Favour the use of a password manager within your project and the transition to strong authentication when possible. Avoid generic accounts shared by several people.在项目中倾向于使用密码管理器，并在可能的情况下过渡到强身份验证。避免使用多人共享的通用账户。


Sheet n°09: Control your libraries and SDKs第09号文档：控制您的库和软件开发工具包
11 June 2020 2020年6月11日

Do you use libraries, SDKs, or other software components written by third parties? Here are a few tips on how to integrate these tools while keeping control of your developments.您是否使用第三方编写的库、软件开发工具包（SDK）或其他软件组件？以下是一些关于如何集成这些工具同时保持对开发的控制权的建议。
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Make an informed choice 做出明智的选择
· Assess the value of adding each dependency. Some commonly used software bricks are only a few lines long. However, each added element is an increase in your system’s attack surface. In the case where a single library offers several functionalities, integrate only the functionalities you actually need. By activating the minimum number of functionalities, you reduce the number of potential bugs that could occur.评估添加每个依赖项的价值。一些常用的软件模块只有几行代码。然而，每增加一个元素，都会扩大系统的攻击面。如果某个库提供了多种功能，只需集成你实际需要的功能。通过启用最少数量的功能，你可以减少可能出现的潜在漏洞数量。
· Choose maintained software, libraries and SDKs:选择受维护的软件、库和软件开发工具包：
2. If you want to use free or open source software, try to choose projects or solutions with an active community, regular updates and good documentation.如果你想使用免费或开源软件，尽量选择那些拥有活跃社区、定期更新且文档完善的项目或解决方案。
2. If you use other types of solutions with commercial support, contractually ensure that the code will be maintained and updated for the life of your project.如果你使用其他有商业支持的解决方案，请通过合同确保代码在你的项目生命周期内得到维护和更新。
· Take privacy into account. Some SDKs or libraries pay for themselves by using personal data collected from the applications or sites on which they are integrated. Make sure that such third parties comply with applicable laws regarding personal data, including a mechanism for obtaining user consent.考虑隐私问题。 有些SDK或库通过使用从其集成的应用程序或网站收集的个人数据来获利。确保此类第三方遵守有关个人数据的适用法律，包括获取用户同意的机制。
· If you use cryptographic mechanisms, it is strongly discouraged to implement cryptographic algorithms or protocols yourself, but rather try to choose cryptographic libraries that are maintained, recognized and easy to use.如果您使用加密机制，强烈不建议自行实现加密算法或协议，而是应尝试选择那些有人维护、得到认可且易于使用的加密库。
Evaluate the selected elements 评估所选元素
· Read the documentation and change the default configurations. It is important to know how your dependencies work. Third party libraries and SDKs often come with default configuration files, which are rarely changed due to lack of time, which causes many security holes.阅读文档并更改默认配置。了解你的依赖项如何工作很重要。第三方库和SDK通常会附带默认配置文件，由于时间不足，这些文件很少被更改，这会导致许多安全漏洞。
· Audit your libraries and SDKs. Do you really know what all the libraries and SDKs you integrate do? What data is sent through these dependencies and to whom? This audit will allow you to determine the data protection obligations to be respected and to establish the responsibility of the actors.审核你的库和软件开发工具包。你真的清楚自己集成的所有库和软件开发工具包都在做什么吗？通过这些依赖项发送了哪些数据，又发送给了谁？这次审核将帮助你确定需要遵守的数据保护义务，并明确各相关方的责任。
· Map you dependencies. Third-party libraries and SDKs can also integrate other components: auditing their code will allow you to better map all your dependencies and to better act if a problem affects one of them. It is also recommended that you perform security audits of your third-party components and monitor them.梳理你的依赖项。第三方库和SDK也可能集成其他组件：审核它们的代码将使你能更好地梳理所有依赖项，并在某个依赖项出现问题时更好地采取行动。此外，建议你对第三方组件进行安全审核并对其进行监控。
· Beware of typosquatting and other malicious techniques. Check the names of dependencies, as well as their own dependencies to avoid attacks. Do not copy and paste command lines from unknown sites.警惕打字劫持和其他恶意手段。请检查依赖项的名称及其自身的依赖项，以避免遭受攻击。不要从未知网站复制粘贴命令行。
Maintain libraries and SDKs 维护库和软件开发工具包
· Use dependency management systems (such as yum, apt, maven, pip, etc.) to maintain an up-to-date list of your dependencies.使用依赖管理系统（如yum、apt、maven、pip等）来维护最新的依赖项列表。
· Manage updates to your dependencies, especially in the case of security updates that fix vulnerabilities. You must set up a documented procedure to manage and deploy them as soon as possible.管理对依赖项的更新，尤其是在修复漏洞的安全更新方面。你必须制定一套成文的流程，以尽快管理和部署这些更新。
· Be aware of the versions of libraries and SDKs at the end of support that will no longer be maintained: try to find another solution (choose a new library, renew commercial support).请注意那些即将结束支持的库和软件开发工具包版本，这些版本将不再得到维护：请尝试寻找其他解决方案（选择新的库、续购商业支持）。
· Check the status of open-source projects, especially the change of domain or package ownership, some attacks using malicious updates of popular dependencies.检查开源项目的状态，特别是域名或包所有权的变更，以及一些利用热门依赖项的恶意更新进行的攻击。


Sheet n°10: Ensure quality of the code and its documentation第10号文件：确保代码及其文档的质量
11 June 2020 2020年6月11日

It is essential to adopt good code-writing techniques as soon as possible. Code readability reduce the effort of maintenance and bug fixes over time for you and your (possibly future) collaborators.尽早采用良好的代码编写技巧至关重要。代码的可读性会随着时间的推移，为你和（可能的未来）合作者减少维护和修复漏洞的工作量。
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Document code and architecture 文档代码与架构
· Documentation is sometimes left out during development, due to lack of time or visibility on the project. However, it is crucial for the maintainability of your project: it allows you to understand how the code works globally, and to know which parts of the code are affected by a modification.在开发过程中，文档有时会因时间不足或对项目缺乏了解而被遗漏。然而，它对于项目的可维护性至关重要：它能让你从整体上理解代码的工作原理，并了解修改会影响代码的哪些部分。
· Document the architecture, not just the code: you need to be able to keep the big picture in mind when you write your documentation and help developers understand how all your components work together. Therefore, focus on diagrams and clear explanations when documenting your project.记录架构，而不仅仅是代码：在编写文档时，你需要能够牢记整体情况，并帮助开发人员理解所有组件是如何协同工作的。因此，在为项目编写文档时，要重点关注图表和清晰的解释。
· Maintain the documentation along with the code: The best way to keep your documentation up to date is to modify it as you go along with the code.将文档与代码一同维护：让文档保持最新的最佳方式是在编写代码的同时对其进行修改。
· If you use a source code manager, you can also include documentation changes for each “commit” that modifies your code (see in particular the “Manage your source code” form).如果你使用源代码管理器，还可以为每个修改代码的“提交”包含文档变更（特别是参见“管理你的源代码”表单）。
· Do not forget to address security in your documentation. In particular, you can document the different configuration choices for your application, and explain which settings are the most secure.不要忘记在文档中提及安全性。特别是，你可以记录应用程序的不同配置选项，并说明哪些设置是最安全的。
Check the quality of your code and its documentation检查你的代码质量及其文档
· A quality code involves adoption of good practices and coding conventions applied consistently throughout the program. It is also best to refer to existing conventions. Here are a few examples of good practice:高质量的代码包括在整个程序中始终如一地应用良好实践和编码规范。参考现有规范也是最佳做法。以下是一些良好实践的例子：
1. Using explicit variable and function names makes it easier to understand what is going on at first glance.使用明确的变量和函数名称，能让人一眼就更容易理解正在发生的事情。
1. Correctly indenting your code allows you to see the structure of the code more quickly.正确缩进代码可以让你更快地看清代码结构。
1. Avoiding code redundancy reduces the correction efforts that have to be made in several places. An oversight is quickly forgotten.避免代码冗余可以减少在多个地方进行修正的工作量。疏忽很容易被遗忘。
· Tools can help you control the quality of your code. Once correctly set up, they will avoid re-reading the code to check the correct implementation of coding conventions. Example of these tools are:工具可以帮助你控制代码质量。一旦正确设置，它们将避免重新阅读代码以检查编码规范的正确实施。这类工具的例子包括：
2. Integrated development environments (“IDE”), possibly using plugins (“plugins”), can be configured to respect code indentation rules, line breaks between different portions of code, or the position of braces and other parentheses.集成开发环境（“IDE”）可能会使用插件（“插件”），其可以配置为遵循代码缩进规则、代码不同部分之间的换行，或大括号及其他括号的位置。
2. Source code quality measurement software can report code duplications, compliance with programming rules or potential bugs.源代码质量测量软件可以报告代码重复、对编程规则的遵循情况或潜在漏洞。

Sheet n°11: Test your applications第11号文档：测试你的应用程序
11 June 2020 2020年6月11日

Testing your product allows you to check its correct operation, to ensure a good user experience and to find and prevent defects before it goes into production. Testing your product also reduces the risk of personal data breaches.对产品进行测试可以检查其是否正常运行，确保良好的用户体验，并在投入生产前发现和预防缺陷。测试产品还能降低个人数据泄露的风险。
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Automate testing 自动化测试
· The development tests (unit, functional, etc.) will verify the adequacy between the specifications and the functioning of the product. The security tests (random data tests also called “fuzzing”, scan of vulnerabilities, etc.), will check that the product continues to function acceptably when you move away from its normal use and that it does not present any vulnerability that could allow third parties to compromise its security. Both types of tests are important for the proper functioning of your application.开发测试（单元测试、功能测试等）将验证规格与产品功能之间的匹配性。安全测试（随机数据测试，也称为“模糊测试”、漏洞扫描等）将检查产品在偏离正常使用时是否仍能正常运行，以及是否存在可能让第三方破坏其安全性的漏洞。这两种测试对于应用程序的正常运行都很重要。
· Set up a continuous integration system to run the tests automatically after each change in your source code.设置一个持续集成系统，以便在源代码每次变更后自动运行测试。
Integrate testing into your business strategy将测试融入您的业务战略
· Add the implementation of the test environment into the company’s strategy. The acceptable metrics must be defined jointly by all parties prior to development.将测试环境的实现纳入公司战略。在开发前，所有相关方必须共同定义可接受的指标。
· Metrics to consider are for example:例如，需要考虑的指标包括：
2. The coverage rate of tests and their type;测试的覆盖率及其类型；
2. the duplication rate of your code;代码的重复率；
2. the number of vulnerabilities (as defined by the tools) and their type, etc.漏洞数量（如工具所定义）及其类型等。
Watch out for your test data! 当心你的测试数据！
· “Real” production data should not be used during the development and testing phase. Using personal data from your production database for testing purposes is tantamount to diverting it from its original purpose.“真实”的生产数据不应在开发和测试阶段使用。将生产数据库中的个人数据用于测试目的，无异于偏离其原始用途。
· If personal data is used outside of production, it should be noted that the security risks are also increased: access to the data by people who do not have a need to know, multiple storage locations, etc.如果个人数据在生产环境之外使用，需要注意的是，安全风险也会增加：无需知晓数据的人员获取数据、存在多个存储位置等。
· So build a dummy data set that will look like the data that will be processed by your application. A dummy data set will ensure that disclosure of this data will not have any impact on people.因此，构建一个看起来像将由你的应用程序处理的数据的虚拟数据集。虚拟数据集可确保此类数据的披露不会对人们产生任何影响。
· If you need to import existing configurations from production into your test cases, consider anonymizing the personal data that may be present.如果您需要将生产环境中的现有配置导入到测试用例中，请考虑对可能存在的个人数据进行匿名化处理。
· 
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The transparency principle of the GDPR requires that any information or communication relating to the processing of personal data should be concise, transparent, comprehensible and easily accessible in plain and simple language.《通用数据保护条例》（GDPR）的透明度原则要求，任何与个人数据处理相关的信息或沟通都应当简洁、透明、易懂，并且以平实简单的语言便于获取。
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Who to inform and when? 要通知谁以及何时通知？
· Data subjects must be informed: 数据主体必须被告知：
1. both in the case of direct data collection i.e. when data are collected directly from individuals (examples: form, online purchase, subscription of a contract, opening of a bank account) or when they are collected via devices or technologies for observing the activity of individuals (examples: analysis of Internet navigation, geolocation and Wi-Fi analytics/tracking for audience measurement, etc.);无论是在直接收集数据的情况下（即数据直接从个人那里收集，例如：表单、在线购买、签订合同、开设银行账户），还是通过设备或技术收集以观察个人活动时（例如：互联网浏览分析、用于受众测量的地理定位和Wi-Fi分析/跟踪等）；
1. and in the case of indirect collection of personal data, when data are not collected directly from individuals (examples: data retrieved from trading partners, data brokers, publicly available sources, or others).以及在间接收集个人数据的情况下，即数据并非直接从个人处收集时（例如：从贸易伙伴、数据经纪人、公开可用来源或其他渠道获取的数据）。
· This information is needed: 需要提供以下信息：
2. during the data collection in the case of direct collection;在直接收集的情况下，于数据收集期间；
2. as soon as possible in the case of indirect collection (in particular at the time of first contact with the person) and no later than a month from the collection (with exceptions);在间接收集的情况下，应“尽快”（特别是在与该人首次接触时）且不迟于收集之日起一个月（有“例外情况”）；
2. in the event of a substantial change or a particular event. For example: new purpose, new recipients, change in the way rights are exercised, data breach.发生重大变更或特定事件时。例如：新用途、新接收者、权利行使方式的变更、数据泄露。
What information do I have to give?我必须提供哪些信息？
· In all cases, you must specify: 在所有情况下，您必须明确：
1. The identity and contact details of the organization that collects the data (who processes the data?);收集数据的组织的身份和联系方式（谁在处理这些数据？）；
1. The purposes (what will the collected data be used for?);目的（收集的数据将用于什么？）；
1. The lawful basis on which the data processing is based (find all the information on the lawful basis);数据处理所依据的合法基础（查看所有关于合法基础的信息）；
1. The compulsory or optional nature of the data collection (which implies an upstream reflection on the usefulness of collecting the data in view of the objective pursued - the principle of “minimisation” of the data) and the consequences for the person in case of failure to provide the data;数据收集的强制性或自愿性（这意味着要从源头思考，鉴于所追求的目标，收集这些数据是否有用——即数据“最小化”原则），以及不提供数据时对个人产生的后果；
1. Recipients or categories of recipients of the data (who needs to access or receive them for the defined purposes, including processors?);数据接收者或接收者类别（为实现既定目的，谁需要访问或接收这些数据，包括处理者吗？）；
1. The data retention period (or criteria for determining it);数据保留期限（或确定该期限的标准）；
1. The existence of data subjects’ rights and the means to exercise them (the rights of access, rectification, erasure and restriction are applicable to all processing operations);数据主体权利的存在及其行使方式（访问权、更正权、删除权和限制权适用于所有处理操作）；
1. The contact details of the Data Protection Officer of the body, if appointed, or of a contact point on personal data protection issues;该机构的数据保护官（如已任命）的联系方式，或个人数据保护问题联络点的联系方式；
1. The right to file a complaint with your local Data Protection Agency.向当地数据保护机构投诉的权利。
· In certain specific cases, additional information must be provided, for example in the case of data transfers outside the EU, fully automated decision-making or profiling, or when the lawful basis for the processing is the legitimate interest pursued by the body collecting the data ( see the guidelines on transparency for more information).在某些特定情况下，必须提供额外信息，例如在向欧盟以外传输数据、完全自动化决策或用户画像分析的情况下，或者当处理数据的合法依据是收集数据的机构所追求的合法利益时（更多信息请参见《透明度指南》）。
· In the case of indirect collection, the following must be added:在间接收集的情况下，必须补充以下内容：
· Categories of data collected; 收集的数据类别；
· The source of the data (indicating in particular whether it comes from publicly available sources).数据来源（特别说明其是否来自公开可获取的来源）。
In what form should I provide this information?我应该以什么形式提供这些信息？
· The information must be easy to access: the user must be able to find it without difficulty.信息必须易于获取：用户必须能够毫不费力地找到它。
· It must be provided in a clear and comprehensible manner, i.e. with simple vocabulary (short sentences, no legal or technical terms, no ambiguities) and information adapted to the target audience (with particular attention to children and vulnerable persons).必须以清晰易懂的方式提供，即使用简单的词汇（短句，无法律或技术术语，无歧义），并提供适合目标受众的信息（尤其要关注儿童和弱势群体）。
· It should be written in a concise manner. In order to avoid the pitfall of a flood of information drowning out the user, it is necessary to bring the most relevant information at the right time.内容应简洁明了。为避免信息过多淹没用户的问题，必须在恰当的时机提供最相关的信息。
· Data protection related information must be distinguishable from information that is not specifically related to privacy (such as contractual clauses or general terms and conditions of use).与数据保护相关的信息必须与那些并非专门涉及隐私的信息（例如合同条款或一般使用条款）区分开来。
What communication should be made when data security is compromised?当数据安全受到损害时，应进行哪些沟通？
· An organization may mistakenly or negligently suffer, accidentally or maliciously, a personal data breach, i.e. the destruction, loss, alteration or unauthorized disclosure of data. In this case, the organization must report the violation to the local data protection agency within 72 hours if it is likely to pose a risk to the rights and freedoms of individuals.一个组织可能会因失误、疏忽、意外或恶意行为而遭遇个人数据泄露，即数据的销毁、丢失、更改或未经授权的披露。在这种情况下，如果该违规行为可能对个人的权利和自由构成风险，组织必须在72小时内向当地数据保护机构报告。
· If these risks are high, the organization must also inform the persons concerned as soon as possible and provide them with advice on how to protect their data (e.g. cancellation of a compromised bank card, modification of a password, modification of privacy settings, etc.).如果这些风险较高，组织还必须尽快通知相关人员，并为他们提供保护自身数据的建议（例如，注销被盗用的银行卡、修改密码、调整隐私设置等）。
· Notification of the violation to the CNIL must be made via the CNIL website.必须通过法国国家信息与自由委员会（CNIL）官网向该委员会通报违规情况。
Useful resources 有用的资源
· The Data & Design site developed by the CNIL’s Digital Innovation Laboratory develops these concepts and contains interface examples.法国国家信息与自由委员会（CNIL）数字创新实验室开发的“数据与设计”网站对这些概念进行了阐述，并包含了界面示例。
· The CNIL site also contains many examples of information notices in French.法国国家信息与自由委员会（CNIL）的网站上还包含许多法语的信息通知示例。
· The personal data violations page on the CNIL website (in French).法国国家信息与自由委员会（CNIL）网站上的“个人数据违规”页面（法语）。
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The persons whose data you process have rights on his or her data: right of access, to rectification, to object, to erasure, to data portability and to restriction of processing. You must give them the means to effectively exercise their rights and provide in your computer systems the technical tools that will allow their rights to be properly taken into account.你所处理其数据的个人对其数据拥有权利：访问权、更正权、反对权、删除权、数据可携带权以及限制处理权。你必须为他们提供有效行使这些权利的途径，并在你的计算机系统中配备能够适当考虑这些权利的技术工具。
Preparing in advance how they will contact you and how you will deal with their requests will enable you to manage the exercise of these rights effectively.提前准备好他们将如何联系你以及你将如何处理他们的请求，这会让你能够有效地处理这些权利的行使问题。
· Print the article 打印文章
· Email 电子邮件
· Decrease the size of the font 减小字体大小
· Increase the size of the font 增大字体大小
Minimum measures to be put in place需实施的最低措施
· All organisations that use personal data have the obligation to indicate where and how individuals can exercise their rights in relation to this data. For example, you can mention an e-mail address or a web form when informing individuals, as well as in your privacy policy.所有使用个人数据的组织都有义务说明个人可以在何处以及如何行使与这些数据相关的权利。例如，在告知个人时以及在你的隐私政策中，你可以提及一个电子邮件地址或一个网络表单。
· In order to facilitate the exercise of people’s rights, these rights may also be implemented, in whole or in part, directly in the application or software you develop. This specific implementation is not mandatory, but it allows you to meet users’ expectations and reduce the time and complexity of processing this type of request.为了便于人们行使权利，这些权利也可以全部或部分直接在您开发的应用程序或软件中实现。这种特定的实现方式并非强制性要求，但它能帮助您满足用户的期望，并减少处理此类请求的时间和复杂性。
· Above all, in case of access or operations directly performed by a person who exercises his or her rights, do not forget to manage his authentication in a secure way. Overall, trace also all operations that have an impact on his or her personal data.最重要的是，在由行使自身权利的人直接进行访问或操作的情况下，不要忘记以安全的方式管理其身份验证。总体而言，还需追踪所有对其个人数据有影响的操作。
Here are some examples of rights and their possible implementation以下是一些权利及其可能的实施方式
· Right of access: people have the right to obtain a copy of all the information you have about them. This allows, among other things, a person to know whether data concerning him or her is being processed and to obtain a readable copy in an understandable format. In particular, it allows the accuracy of the data to be checked.访问权：人们有权获取你所掌握的关于他们的所有信息的副本。这使得个人能够知晓是否有关于自己的数据正在被处理，并能以易懂的格式获取可读的副本，此外，这尤其有助于检查数据的准确性。
Possible implementation: Provide a functionality to display all data relating to a person. If there is a lot of data, you can split the data into several displays. If the data is too large, offer the person to download an archive containing all his or her data.可能的实现方式：提供一种功能来显示与个人相关的所有数据。如果数据量很大，可以将数据拆分到多个显示界面中。如果数据过大，可为用户提供包含其所有数据的档案下载。
· Right to erasure: Persons have the right to request the deletion of all the data you hold on them.删除权：个人有权要求删除你所持有的关于他们的所有数据。
Possible implementations: 可能的实现方式：
. Provide a functionality to erase all data relating to a person.提供一项功能，用于删除与个人相关的所有数据。
. Also provide for automatic notification of processors to also erase the data relating to that person.同时规定应自动通知处理者同样删除与该人相关的数据。
. Provide for data erasure also in backups, or provide an alternative solution that does not restore erased data relating to that person.确保备份中也能进行数据删除，或者提供一种不会恢复与该人相关的已删除数据的替代解决方案。
· Right to object: individuals have the right to object in certain cases to their data being used for a specific purpose.反对权：个人在特定情况下有权反对其数据被用于特定目的。
Possible implementation: provide a functionality allowing the data subject to object to the processing. When the data subject exercises his or her right to object in this way, the controller must delete data already collected, and must not subsequently collect any more data related to that person.可能的实施方案：提供一项功能，允许数据主体反对数据处理。当数据主体以这种方式行使其反对权时，控制者必须删除已收集的数据，且不得再收集与该人相关的任何更多数据。
· Right to data portability: Individuals have the right to retrieve their data in a machine-readable format for their own use or for transfer to another organisation.数据可携带权：个人有权以机器可读格式检索其数据，供自己使用或转移给另一组织。
Possible implementation: Provide a feature that allows the data subject to download his or her data in a standard machine-readable format (CSV, XML, JSON, etc.).可能的实现方式：提供一项功能，允许数据主体以标准的机器可读格式（CSV、XML、JSON等）下载其数据。
· Right to rectification : Individuals have the right to request the modification of their data when it is incorrect in order to limit the use or dissemination of erroneous information.更正权：当个人数据不准确时，个人有权要求修改其数据，以限制错误信息的使用或传播。
Possible implementation: Allow to directly modify data in the user account.可能的实施方案：允许直接修改用户账户中的数据。
· Right to restriction of processing: individuals have the right to request that the processing of their data be blocked for a certain period of time, e.g. the time to examine a dispute on their part regarding the use of their data or a request to exercise rights.限制处理权：个人有权要求在特定时间段内停止对其数据的处理，例如在审查其就数据使用提出的争议或行使权利的请求期间。
Possible implementation: Allow administrators to put data about a person in “quarantine”: this data can then no longer be read or modified.可能的实现方式：允许管理员将有关某人的数据置于“隔离区”：这些数据随后将无法被读取或修改。
In conclusion 总之
· The Data & Design site developed by the CNIL’s Digital Innovation Laboratory develops these concepts and contains examples of interfaces for exercising rights.法国国家信息与自由委员会（CNIL）数字创新实验室开发的数据与设计网站对这些概念进行了阐述，并包含了行使权利的界面示例。
· Finally, be inventive! (In case of doubt, ask the CNIL for advice).最后，要富有创造力！（如有疑问，可向法国国家信息与自由委员会咨询）。
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